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Hello, and welcome to our next lecture, this is on Cryptography. Let us start with the

quick outline of today’s talk. We would introduce this concept of cryptography followed

by asymmetric key cryptography, and then symmetric key followed by asymmetric key

cryptography, and finally, we will talk about cryptanalysis. Today’s lecture will involve a

lot  of  definitions,  because  we  want  to  set  the  ground  for  understanding  the  deeper

concepts.



(Refer Slide Time: 01:00)

So, we start with the definitions. The first guy cryptography, well this is the science of

devising methods that allow information to be sent in a secure form such that only the

person, who is intended to receive right. We call them the intended recipient is able to

decipher and retrieve this information. This is in a nutshell what cryptography means ok.

(Refer Slide Time: 01:49)

So, let us have a quick look at our communication system earlier. So, we had a source of

information if you see. And then, the first block that we encountered was the source

coder. The aim was the source coder was to remove the redundancy from the incoming



bitstrips. Followed the by that we had the channel encoder also will mentioned it, this is

the error control coding.

And  after  this  we  kind  of  put  the  modulation.  And  then,  if  it  were  a  wireless

communication,  were the  antenna,  which  we edited  out.  At  the  reverse  end,  it  went

through a channel, which introduced noise it could have been a fading channel, it would

introduce distortions, delays, and all other kinds of channel imperfection. And then we

do the reverse, we have the demodulator followed by the channel decoder, because you

have to reverse the things that we have done. And then finally, the source decoding has to

happen. And if everything works fine, you get the information back.

Question is nowhere in this loop, have we talked about securing the information, because

here you have 1’s and 0’s coming in. And after source encoding, you have again a series

of bits coming out. And post channel encoding we also have bits coming out. And after

modulation we have the analogue waveform coming out.  Now, these bits  need to be

protected.

Question  is  where  do  you introduce  the  encoding block,  which  will  be  required  for

cryptographic  application,  because a  person who can intercept  this  signal,  and if  we

knows,  which  modulation  has  been  used  can  demodulate.  And  if  the  person  the

eavesdroppers knows, which channel encoding scheme we have been using, they can do

the decoding part,  undo the source encoding part,  and recover  the information,  even

though, he or she may not be the intended recipient.

So,  we  have  to  cut  this  path  open  somewhere,  and  introduce  one  extra  block,  the

cryptographic block. Now, the cryptographic block, wherever we introduce essentially

must take in bits and maybe give out encoded bits. So, there is no way you can get from

the cipher  text,  will  define that  the plain text.  But,  the question is  where should we

introduce this box. Do we cut it and put it here, or because here bits come in bits go out,

or do I cut and put it here, bits go in and bits go out, or do I put it right in the beginning,

bits go in and bits go out.

So, what we will realize is that if you insert this box here, then it kind of defeats the

purpose of the channel encoding, which is which puts in a certain algebraic structure, so

that  I  can  recover  from the  channel  in  perfections  and  noise.  So,  it  is  not  voice  to

introduce this crypto block here, because it undoes this job. And if we put it right here,



then  we  will  soon  realize  that  the  job  of  this  crypto block  is  to  somehow  diffuse

information, so make this outgoing bit stream more random in nature ok. And then, if the

input to a source coding block is very random, whatever be a degree of randomness be

you have a more difficult job for the source encoder to do.

So, the ideal place would be to somehow introduce this box somewhere between these

two all right. Otherwise, other than that we can possibly think about ingenious ways is to

introduce this box elsewhere, that would be a logical way to insert the box. Once we

have  this  box  somewhere  in  this  path,  you  will  have  to  have  a  parallel  box,  the

decryption part in the reverse path, so as to get back to happy face to get the correctly

decoded output.

So, we go back to our slides, and look at the definitions once more. So, we talk about is

encryption,  which is  nothing but  an algorithm running,  which kind of  scrambles  the

information to make it unreadable or non-discernable. Decryption is the reverse process

of restoring the scrambled information to its original form. So, encryption is done on the

(Refer Time: 08:11) by the cryptographic box, and the decryption is similarly done by

the crypto block.

(Refer Slide Time: 08:18)

So,  what  is  the  cryptosystem?  Well  it  is  a  collection  of  algorithms  and  associated

procedures for hiding and revealing the information. Cryptanalysis is a word, will use

later in this lecture, is a process some call it an art of analyzing a cryptosystem, because



there is no one way to analyze a cryptosystem ok. But, what do we analyze, we find out

the integrity how difficult it is to break into the cryptosystem. An attacker is a person or a

system that performs cryptanalysis in order to break a cryptosystem, we have different

words and synonyms for an attacker, hackers interlopers, eavesdroppers are all used in

literature. The process of attacking a cryptosystem is called cracking or hacking.

(Refer Slide Time: 09:12)

Somehow this terms we have come across in different context. So, a cryptanalysis is a

good guy, still trying to break the cryptosystem, but in the good sense is trying to look at

the weaknesses in the cryptosystem. Once the cryptosystem is broken, the cryptanalyst

discloses the techniques,  and the designers go back on the drawing board, and try to

figure out how to make the cryptosystem strongest, so it is a cat and mouse game. So,

hackers possibly could have broken the system under optimal conditions using super fast

computer, dedicated microprocessor, network, distributed computing etcetera, which are

not available to common people. So, we must keep that in mind regarding the strength of

an algorithm.

So, some cryptosystems are rated in terms of numbers of years it takes to a break into

them, and the price of the computing equipment available. So, these two together decide

how strong the cryptosystem is. So, essential it boils down to the resources available to

the adversary.



(Refer Slide Time: 10:20)

So, let us look at this whole domain of cryptology. So, how does cryptology relative

cryptography.  So,  let  us  draw  the  binary  tree.  So,  cryptology  has  two  aspects,

cryptography and cryptanalysis, together this is the cryptology. Cryptography is the art

and science of keeping the message secure, whereas cryptanalysis is the art and science

of breaking the ciphertext. Cipher-text is the encoded message.

(Refer Slide Time: 10:54)

Before  we  proceed  any  further  the  common  areas  utility  for  cryptography  are  well

foremost is confidentiality. Then I would like to authenticate the person is sending the



information is very important for me, where the information is coming from; Integrity of

the  information,  so  nobody  has  tampered  with  it  or  change  the  content  during

transmission. And non-repudiation the sender cannot really deny that the person has sent

this information. So, all of this will become very critical in some of the very practical

application  such  as  digital  banking,  mobile  money,  so  digital  signatures  all  of  that

legalese will come into picture, once we talk about real life applications.

(Refer Slide Time: 11:48)

So, let us quickly see how this encryption and decryption works. We always start with a

plain text. Plain text is the uncoded simple message, so for example, we want to transmit

blow up the bridge before the platoon reaches, this is denoted by M, my message plain

text they all use interchangeably. So, this message goes through a box called encryption.

This  encryption  algorithm E or  it  could  be  a  collection  of  algorithms,  takes  in  this

message M, uses K, which is the key all right. We will talk about what is the key, and

generates a cipher text C.

So, C might look like some garbled information junk this is the cipher text, and it should

really did not make much sense; Unless of course, you have the description algorithm,

and if this is asymmetric algorithm, which we will discuss in detail. Then the decryption

algorithm could be another collection of algorithms, which uses the same key K takes

into in as an input C, the cipher text and restores it back to the original plain text M. So,

this is the process of encryption and decryption.



In this particular brand of cryptography, where using the same key K for encryption and

decryption, and therefore, we might say that this is a symmetric key cryptosystem. Now,

please note that this key must be kept secret, because the moment the adversary or the

eavesdropper has this key, he or she will be able to decrypt the message. So, sometimes

this is also refer to as secret key encryption.

(Refer Slide Time: 13:50)

So, message being sent is  known as a plain text right.  And the algorithm is used to

encrypt it, and there are by we get the cipher text. Coming back to plain text on the

ciphertext is called decryption. And we assume that the eavesdropper has access to all

communication between sender and receiver, so we do not believe in hiding stuff. We

assume that eavesdropper will by hook or by crook get all the communication between

the sender and receiver, and then try to crack the code. 

So, the method of encryption is only secure, if even if this is completely accessible to the

eavesdropper. And still  the  eavesdropper  cannot  recover  the  image,  despite  knowing

what algorithm is being used, what is the process, and all the communication between

the transmitter and receiver.



(Refer Slide Time: 14:44)

Now, we come to the key. Key is a value ok, it is a number it could be a chain of bits, it

could  be  a  character,  it  could  be  a  pin  number.  A key  is  a  value  that  causes  a

cryptographic algorithm to run in a specific manner, and produce a specific ciphertext as

an output that is the job of a key. Now, the question is how big should the key B. Well the

key size is usually measured in bits, and the intuitions is that bigger the key size, more

secure will be the algorithm.

(Refer Slide Time: 15:28)



So, let us look at a very simple example. We have a bit stream coming here, 0 1 1 0 0 0.

so and so forth. And we wish to in encoded using a 4-bit long key, so the key length is 4

bits, and my key x is 1 0 1 1. So, what we do is, we take the input bit stream, first break

it up in to blocks of the key length, key length is 4 bits. So, as we can see inserts spaces,

and break up the input bit stream into sub-blocks, each one is of the length of the key.

Now, we take one blocker a time and exhort it  with the key right.  So, once you do

exhorting you will change this four bits depending on the key. So, this is the encoded bit

stream, and if you compare it to the 1, which we received as the plain text it is different,

and key has caused it to be different.

Now, if the recipient also knows the same key, then he or she can do in exhorting process

once again, and immediately will get back the original plain text, because key exhort

with itself will give me all 0s and therefore, it tantamounts to exhorting it with the string

of 0s. And hence, the original message is retrieved back. And here is the output, once we

exhort it back again, and if you see this is the original plain text image. So, this is a very

simple conceptual example, which tells us how a key may be used possibly to encode

your input bit stream. Please note that here, we have use the same key for encoding and

decoding.

(Refer Slide Time: 17:27)

Let us take an another example, which is slightly different. Here, the key is not in bits,

key is a number. Let us say x is my key, and my algorithm is character plus x. So, let us



say x, and I am trying to encoding English alphabet.  So, A is substituted by the 5th

alphabet, because x is 5 B is substituted by the 5th alphabet following it, so B becomes

G, C becomes H, and so and so forth. So, a person who has to decode must know this

value of this key, in order to decrypt the message. 

But, please note, all these examples required the input key for encryption and decryption

to be the same and therefore, it is called the single key cryptography, or symmetric key

cryptography, and the need to keep the  key secret  gives  its  the name the secret  key

cryptography;  So,  they  all  the  same,  symmetric  key,  single  key,  and  secret  key

cryptography.

(Refer Slide Time: 18:51)

This is as a post to public key. Now, the reason is as follows. Let us look at a very simple

example as a motivation for public key encoding. So, if you go back to the drawing

board, and look at notes; so, suppose we have a network, which has several notes, and

they all need to communicate to each other. And suppose it is a wireless networks, so

everybody else can here, everybody’s communication.

So, A needs to talk to B also to C to D and to E, and the communication could be two

way. Similarly, B has to talk to A to E to C to D. So, you can go ahead, and keep drawing

this  interconnections,  and  to  very  soon  you  will  see  that  this  is  pretty  connected  a

network. Now, for each pair we need to have one secret key, but it is not a question of



just having the secret key that key must have been sent across. So, key is need to be

distributed, this brings us to the problem of key distribution.

So, it  is  easy to calculate  that  for this  very simple wireless network.  I  need to have

several pairs of key to work, and they have to be distributed right in the beginning before

any communication starts. But, this key has to be distributed through a secure channel or

a smart way. 

Otherwise, who knows if I send a key across, the key is intercepted,  and then all by

remaining communication is compromised. So, this key distribution will become a major

concern, unless we solve this problem. One of the ways to solve this problem is to have

the  notion  of  public  key  cryptography  or  asymmetric  keys;  so,  that  you  can  easily

transport the keys right in the beginning without resorting to a secret key algorithm.

(Refer Slide Time: 21:08)

So, we go back to the slides, and look at this public key cryptography. As I said the

problem of communicating the keys is difficult, and to get around the problem, the public

key cryptography was develop by Difie and Hellman. And this is also called asymmetric

keys encryption or asymmetric encryption, because the key required to encode is not the

same as the key required to decode. 



Thus there are two keys, one is held privately is called the private key, the other one is

made public  and is  called the public  key. What one key can lock,  the other  key can

unlock. So, it is like two interlocked padlocks, and you can open either one.

(Refer Slide Time: 21:58)

So, let us look at conceptually what is happening. And the basic idea is suppose A or

Alice wants to communicate to B is give a name Bob. Then this message M is pastor

algorithm f, which uses the K B. K B could be the public key or B’s public key right, this

is known or published in advance.

So, if a wants to communicate to B, it grapes the public key of B or downloads it, it is

available openly. Uses that to encode the plain text message, and make it C. Now, C B

has a private key or secret key S B that in conjunction with the cipher text, you can have

another decryption algorithm, which will give you back the plain text image.

So, please note, there are two keys, public key of B, K B, and private key S B. The

interesting part is that this algorithm is very easy to conduct in the forward direction, but

extremely difficult to conduct in the backward direction. So, it’s computation extremely

expensive without the knowledge of the secret key S B to recover the message from the

cipher text ok; so, it reliance on computational complexity required without the trap door.



(Refer Slide Time: 23:57)

 

So, suppose you want to send an encrypted message or recipient A, using the public key

encryption technique.  So, you will use the public key of the recipient A, to use it to

encrypt ok. And A will then take that cipher text, and use his private key to decrypt. And

clearly, only the private key of A can decrypted, so nobody else, even though you openly

send it out on all frequencies, only A with his private key can decrypt the message that

has been included with his public key, so that makes the algorithm secure.

Similarly, recipient B can only decrypt a message that has been encrypted with his or her

public key. Thus no private key ever needs to be communicated. (Refer Time: 24:45)

initially generate a pair, private key and public key, publisher, public key, and retain your

private key, thus the key distribution problem has been solved.



(Refer Slide Time: 25:18)

Let us look at a very interesting application the digital signatures, which sooner or later

is going to invade our lives. Every transaction that we carry out over the internet, may

have to be signed with digital signatures for our own safety, especially the banking staff,

and the legal staff over the internet.

Suppose  we  want  to  send  somebody  a  message,  and  also  provide  a  proof  that  the

message is actually from us. Why? Why is this important, it was a lot of harm can be

done, but either providing bogus information, or so to say misinformation. Plus similar to

the  physical  signature,  we  would  like  to  have  a  digital  signature  that  will  link  the

signature to me all right, so that is what we would like to create digitally.

So,  in order  to  keep a  message private,  and also provide the authentication,  we can

perform a special encryption on the plain text with a private key, and then encrypted

again with the public key of the recipient. The recipient uses his private key to open the

message, and then use our public key to verify the authenticity. This technique is called

digital signatures.



(Refer Slide Time: 26:24)

Now, let us talk about one-way functions. Another interesting technique is called one-

way functions, which will help us create the hash values. What is it, it is basically a non-

reversible quick encryption method. Quick is a keyword, it is extremely fast, encryption

is easy and fast, but the decryption is not. So, it is a one-way thing.

Suppose we want to send a document to recipient A, and want to check at the later time,

whether  the document  has  been tampered with ok;  so,  we would like to look at  the

integrity. So, we can do so by running a one-way function, which produces a fixed length

value called a hash, also called as a message digest. The hash is the unique signature of

the document that can be sent along the document.



(Refer Slide Time: 27:22)

So, let us look at it, a little bit more graphically. Suppose, we have to send out a long

message,  it  could  be  my  well,  it  could  be  a  legal  document,  it  could  be  my  bank

statement, so this document has to be transported. But, it is possible that in the process of

sending somebody has tampered with this long document, such that at some places, some

errors have been introduced or some modifications have been done. For example, there

are lot of numbers in my will, and a few 0’s have been added or deleted here and there, in

this forty page document, and have no means to check whether it is tampered with or not,

because this is digital, and this was digital as well.

So, I would like to have a way to authenticate this. So, one way to do it, is use a one-way

function.  This  one-way function  as  the  name suggest  takes  this  long document,  and

converts it into a hash value. Now, this hash is a fixed length hash, this is important. So,

regardless of the size of the document, the hash value is fixed length say 128 bits, so it is

a 128 bit hash. So, whether it is a forty page document, or a five page document, at a one

small image, I get the fixed length hash, and it is also called as a message digest in some

books.

So, what I do now is I append this hash value to the message. So, what I do is take my

original message, and before sending at the end I attach my hash value and transmitter.

So, I know exactly, how much is the message, and a hash value.



Now, if  the  message  is  not  tampered  with  at  the  receiver,  then  when  I  do  a  hash

calculation again, and it is a very fast efficient one-way function, it is very easy to go.

So, this is this way is easy, is extremely easy to take a message and find out its hash. But,

it is very difficult, to go the other way round, it is very difficult to go, and hence the

name one-way hash function. So, I can quickly compute the hash value.

So, what I do is the moment I receive this information, I compute the hash value, and I

compare with the hash value attached, if it matches, I jump for joy and say, my message

has not been tampered with. With the beauty of this one-way functions is even if a few a

1 or 2 bits have been tampered with changed, modified, then the hash value will not

match all right. So, there is a whole body of research work, which has come out with

very  good  hash  functions,  because  clashes  are  lightly,  because  big  documents  are

converted into fixed length hashes. So, it is possible that two different documents may

give the same hash value. But, these clashes, this collisions are not very lightly.

So, we come back to our one-way function, and we talk about this process that how a

recipient can run the one-way function immediately, and check the document has been

altered or not.

(Refer Slide Time: 32:29)

Now, we comeback to restricted algorithms so, this is for the sake of completeness. As

with most historical cipher, security of message being sent relied on the algorithm itself

remaining secret. So, earlier the algorithm was not disclosed, and this was the domain of



restricted algorithm, this method is still used in the defense, but in general for all several

applications we rarely use restricted algorithms, because the restricted algorithms have

the following feedback the drawbacks.

The algorithm obviously, has to be restricted to only those people that you want to be

able to decode your message, but they need to know. So, therefore, a new algorithm has

to be invented for every discrete group of users. So, it is practically difficult, unless you

are in a different scenario. A larger changing group of users cannot utilize them, as every

time a user leaves, you must change the algorithm, because the cat is out of the bag. And

number three,  if  the algorithm is  compromised in anyway, a new algorithm must be

implemented.

(Refer Slide Time: 33:51)

So, now let us talk about the general operations that I used for encoding encryption, in

terms  of  the  cryptographic  algorithms.  So,  the  two  most  common  operations  are,

substitution  and  transposition.  Substitution  you  basically  replace  one  character  by

another character. Transposition means, you change the position right. Earlier, classically

cryptography was done alphabet wise, but now most of the algorithm work on bits.



(Refer Slide Time: 34:20)

So, substitution is basically you replace bits in the plaintext with other bits decided by

the algorithm. Classical example is the Julius Caesar cipher, also called as the Ceaser’s

cipher, where you substitute one letter for the other. So, T is replaced by W, H is replaced

by K. So, you can have a look-up table,  and decide what the substitution as, so this

becomes totally intelligible.

(Refer Slide Time: 34:54)



Transposition basically is permutation, it does not alter the bits or the character, but just

moves  the  position  around.  So,  it  is  like  a  scrambling  of  sorts,  you  can  use  the

permutation matrix to very efficiently scramble.

(Refer Slide Time: 35:08)

So, Shannon also made some contribution. And this is Shannon’s principle of confusion,

in  terms  of  the  substitution  cipher,  where  different  characters  are  being  replaced  by

different  other  characters,  and  you  can  do  a  substitution  cipher  also  known  as  the

Ceaser’s cipher.

(Refer Slide Time: 35:32)



So, we are talked about entropy of English write in the beginning, and you can see that

once to do either a substitution or a transposition you tend to increase the entropy, so that

it  tantamounts  should  randomizing  the  plaintext.  Therefore,  we  should  not  use  an

cryptographic algorithm before the source coding block.

(Refer Slide Time: 36:08)

Now, let us quickly revisit the symmetric key cryptography or the secret key algorithms.

Where we use a single key, which has to be used for encoding and decoding, and we

have mentioned that the decoder must also have an identical copy of the thing. And the

biggest problem we talked about was distribution of keys. 

And unless the recipient  can meet the sender in person or get a secret channel,  or a

secure channel the key, or sending of the key is susceptible to be eavesdropped. So, the

advantage is single key algorithms are extremely fast and efficient, so whenever we have

to do large volumes of data, we must go for the symmetric key cryptosystems.



(Refer Slide Time: 36:54)

There is a question is how big the key should be. So, we agree that the size of the keys

critical in producing strong ciphertext. This is a reason why, we have always prompt at

use large passwords to login, because that is kind of a key for us right. But, increasing

processor speed, combined with multi-processor system, distributed computing, we have

really a problem with the size of the key. So, today most schemes use 1024-bit keys, or

2048-bit or even longer keys, those are the typical size.

(Refer Slide Time: 37:36)



But the question is how long should the key B, and the answer is there is no real one

answer to the question, it depends on the circumstances, and the data to be protected. So,

question we must ask is how much security does one need for the particular data right.

First question, how much is the data to be protected worth, is it worth? Investing in those

many keys in the cipher system.

And the second most important thing is how long does the data need to be secure? Is it

tomorrow’s  headline  that  we  are  protecting,  or  a  diplomatic  secret  that  has  to  be

protected  for  50 years,  so how long does  the  data  need to  be secure.  And the third

question is what are the resources available to the cryptanalyst or the hacker, because that

will decide how long will it take for the adversary to break into the system.

(Refer Slide Time: 38:36)

So,  is  the  simple  example  so,  may  be  1000  rupee  worth  of  customer  list,  or  an

advertisement data might be worth 50000. So, you will have to have different sizes of

key for these two right. In the world stock market, secrets have to be kept for couple of

minutes only before it becomes open. 

And in newspaper business today’s secret is tomorrow’s headlines, so you only have to

protect it for 24 hours. Census data of the country has to be kept secret from months. We

are giving examples of different kinds of data, which need to be protected for different

amounts of time, and hence a corresponding key length ok.



Corporate trade secrets have to be kept in the dark for several years, if not decades same

with military secrets, diplomatic secrets right. So, for example, when we required the key

length to be such that there is a probability of say 0.011 percent that hacker will be able

to crack it  with the resources of rupees 1 million,  in 1 year. So,  we can define,  the

security of a cryptosystem or a requirement in terms of the probability of it being hacked

with a certain amount of money, and time resources being available to the eavesdropper.

(Refer Slide Time: 40:09)

So, based on this, there are some typical numbers and this really has to change depending

upon  the  secrecy,  requirements.  So,  write  from  military  data,  to  trade  secrets,  to

diplomatic embarrassments all of them have to be linked with keys, which are larger than

certain number of bits. And these, probably have to be multiplied by a factor of 4 with

the new increased processor speeds that are available today.



(Refer Slide Time: 40:47)

So, symmetric cryptography can also be used to address the integrate in authentication

requirements, so these are requirements in real life. And the sender creates a summary of

the message, or message authentication code, encrypted with the secret key, and sends it

with the message. So, that recipient then re-creates the MAC, and decrypts the MAC that

was sent, and compare the two. Very similar to thus hash function that we talked about.

(Refer Slide Time: 41:18)

Let us quickly talk about the types of symmetric key algorithms, one is the block cipher,

the other is a stream cipher. The block cipher as we discussed, breaks up the data input



into blocks typically of the size of key length, and then encodes block by block. Stream

ciphers  are  slightly  different,  they  are  like  convolution  encoders,  you  use  memory

element. So, you have a memory unit, where the incoming bit stream comes in, and then

you have a small algorithm, which encodes. And, so the output depends on the new input

data, and what was sitting in the memory. So, very similar to the convolution encoder so,

block ciphers very similar to block codes, stream ciphers very similar to convolution

codes.

(Refer Slide Time: 42:08)

One example of one-time pad, the only known completely secure algorithm; invented in

1917’s. So, the pad is a non-repeating random string of letters. Each letter on the pad is

used only once to encrypt one corresponding plain text character. So, after use the pad

should never be re-used. As long as the pad remains secure, the message is secure.

So, essentially  you really  will  never  know, what  the true message is.  This  is  a truly

secure algorithm, because even if you decode it correctly, you have no idea, whether you

have reached the correct sequence that is the beauty of one time pad. The random key

added to a non-random message produces a completely random ciphertext, and there is

absolutely no amount of analysis, or computation that can alter that. That is the guiding

principle of a onetime pad.
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If both the pads are destroyed, then the original message will never be recovered. But,

there are two major drawbacks, it is very hard to generate truly random numbers right.

And secondly, because the pad can never be reused, no matter how large it is, the length

of the pad must be the same size as the length of the message. This is also this was

shown also by Shannon, that in order to have virtually no mutual information between

the ciphertext and the plaintext image. The key length should be as long as the message

itself, and that is essentially why one time pad works, but it is practically not possible.

(Refer Slide Time: 44:00)



A quick word about steganography, it is basically hiding the message. So, I can hide the

message in a in image, I can hide the message in the least significant bits of my image.

So, steganography is basically like the invisible film, invisible ink, and we can basically

use different techniques to hide the message, original message in a clutter or in another

message. It is not a very commonly used mechanism for cryptography ok.

So, this is an example. I take a 256-greyscale image, and I can use the least significant

bit to encode my data, and this image will not be fundamentally altered, because I have

just modified the least significant bits. But, there is an entire message being encoded

within this image. So, but this can fool the human eye, but a computer program would be

very easily able to detect and reproduce original image. So, steganography is not really

in fashion.

(Refer Slide Time: 45:22)

We will  spend  the  last  couple  of  slides  talking  about  cryptanalysis  because  today’s

lecture is an overview lectures we come down to the cryptanalysis part which is nothing

but a science of recovering the plaintext of a message from the ciphertext without the key

that is analysis. We do how difficult it is to break into the system. So, cryptanalysis it is

assume  that  the  cryptanalyst  has  full  access  to  the  algorithm,  we  never  keep  the

algorithm hidden. So, an attempted cryptanalysis  is called an attack and the different

kinds of attack.
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So, let  us list  them out.  The first  one is  the brute force attack it  is commonly used.

Basically  you try out all  permutations  at  combinations  right,  but  for majority  of  the

encryption algorithm, the brute force attack is simply impractical due to the large number

possibilities,  so that attackers resort to other techniques. For example, ciphertext-only

attack where the only the information of the cryptanalysis has to work with the ciphertext

of various messages all encrypted with the same information. 

So, it is slightly more difficult,  but you know the body of ciphertext available to the

cryptanalyst. All we can have a known-plaintext attack in which the cryptanalysis has an

access  to  not  only  the  ciphertext  of  various  messages,  but  also  the  corresponding

plaintext. So, he or she can compare the plaintext with the ciphertext and try to derive

some edition information.
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We can make things easier for the cryptanalyst by giving him the option of a chosen-

plaintext attack, where the cryptanalysis has the access to the same information as in a

known-plaintext attack, but this time may choose the plaintext that get encrypted. So, he

or she may first try to look at a chain of all a’s, and see how the encoder block turns out

and then all b’s and then all c’s. 

So, basically you can choose and design the attack by putting a chosen-plaintext attack

then you can have a chosen-ciphertext attack where the cryptanalysis uses a technique

call  the differential  cryptanalysis  which is an interactive and iterative process. And it

works by several round and you keep on refining the ciphertext chosen ciphertext so as

to guess how the encoding operation works. So, this is a different levels and the freedom

we want to grant to the cryptanalyst to see how strong the encoding algorithm is.
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So, brute force attack of course, there are some questions regarding it what is the original

plaintext is a ciphertext. What if you have run two ciphers one after the other. So, even if

you get a decoded message, you will not be able to see what was original message. Let

us look at it graphically.

(Refer Slide Time: 48:31)

So, suppose you have a plain text image say hello. And you run it through an encryption

algorithm let say E 1, and you get an output and then you run it through one more round.

And you get finally, now the eavesdropper the advisory runs a brute force attack. So, it



works with the ciphertext and mounts a brute force attack. And so he will have several

options if the attack is exhaustive out of the many outputs at the attack generates one of

them will be actually the correct one, but this itself has been encoded. So, the attacker

does not know whether he is stumble upon the right answer or whether that key was the

right key because this itself does not make sense.

So, the person has to not stop here, but go and go ahead and carry out the second attack.

And look at  all  possibilities similarly for all  them right that is go around the second

round and in this  may be one of them will  generate  the hello.  So,  the eavesdropper

essentially is working with now the larger size of the key if this 1 was K 1 and K 2. So, it

is looking at K 1, K 2 as a pair right. So, you have just made is life more difficult that is

about it. This is the first point that we observe from the brute force attack method.

Second question is who is sitting at the computer and watching all the output. Can the

computer be smart enough to look at and raise a flag, may be it can help us reduce the

such space right. So, typically we say that if the keys are long enough 128 bit is not long

enough, but 1024 bits is definitely long enough. So, you can almost say that the brute

force  is  not  really  going  to  work  and  the  cryptanalyst  will  try  to  resort  to  other

techniques.
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So,  the  other  techniques  will  quickly  mention  are  differential  cryptanalysis,  linear

cryptanalysis and algebraic attacks will not really go into the detail because this is just an



introductory  lecture,  but  in  differential  cryptanalysis  this  technique  uses  an  iterative

process  to  evaluate  the  cipher  text  that  has  been  generated  using  an  iterative  block

algorithm right; similarly, linear cryptanalysis and algebraic attacks.
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So, we just make sure that we believe the following. The attacker has an access to an

arbitrary number of plaintext and ciphertext pairs ok. Attacker knows every detail of the

algorithm. And attacker is in possession of the encryption decryption equipment if we are

doing hardware encryption. We give them all of this and then we say go ahead and find

out.
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Well, just slide on politics of cryptography because this is very important. This pertains

to the national security for most countries. And then there is a lot of export control put on

cryptographic algorithms which are used by different countries. And we all know that

phone lines are tap and then people use encryptions on the phone lines. And so there is a

whole range of politics attached to cryptography and cryptographic research. So, it was

important to bring of this point.
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With that we come to the end of this lecture what we have covered so far is a basic

introduction  to  cryptography.  We  talked  about  the  key  symmetric  key  encryption,

asymmetric  key encryption,  and we spend some time on cryptanalysis.  With that  we

come to the end of this lecture.


